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Protecting yourself from phishing email

A Lesson Plan on cybersecurity for new computer users

Developed by Melissa Pagan and Priscilla Yuen

Technical Resources Specialists
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Vocabulary words *

inbox reply button delete

subject line replied web search

forward button phishing web address
Read out loud!

The teacher can model by reading the first lines. Then, students can read one

at a time, in pairs, or in groups, a paragraph at a time. This can take several
classes or sessions. Have fun!



Bob checked his email. There were emails from his sister and his
classmate, Cara.

The subject from his sister's email was, “Hello.” When Bob opened the
email, she asked how he was doing. Bob clicked “reply” then typed that he was
well. He told his sister about his trip to the park. He also described his class.
He added the new words he learned so his sister could use them in her next
email.

Next, Bob opened his classmate's email. Mr. Dave asked the students to
write one email a day to someone in the class. His classmate, Cara, sent him an
email about grocery shopping from a list she wrote. She said she was happy to
be able to read the sales ads.

Bob replied to Cara’s email. His computer made a sound as another
email came to his inbox. He didn't understand some of the words in the
subject, but he knew the letters I.R.S. and the word “tax.”

Mr. Dave had talked about the I.R.S. and how they were an important
government department. Mr. Dave said students could get tax help from the
library.

Bob was worried. His family helped him file his taxes, and they said they
were correct. Bob opened the email. Bob saw a picture of a bird next to the
letters I.R.S. He didn't understand many of the words. He saw a few words he
knew: “you,” “paid,” and “owed.” Bob was scared.

Mr. Dave walked by his desk and asked Bob if he was okay. Bob told Mr.
Dave the email said he owes $419.95 to the I.LR.S. He asked how he should pay.
Bob was starting to panic.

Mr. Dave sat next to Bob and told him to calm down. Mr. Dave explained
to Bob that this was a scam email or a phishing email. Phishing email is a type
of internet scam. A criminal tries to trick a victim into giving up important
information such as passwords, credit card numbers, or social security
numbers. It is called "phishing” because the criminal is "fishing" for
information, just like a fisherman uses a lure to catch a fish.

Mr. Dave then asked Bob if he could use the email to teach the class. Bob
said, “Yes!” He forwarded the message to his teacher’s email.



Mr. Dave shared the email on the big screen in class. He began to explain
the dangers of phishing and scam emails.

Phishing emails try to get important personal information from people.
Phishing emails scare the person receiving the email into clicking on a fake
link. When the person clicks on the link, it opens to a fake website. The
website asks the receiver to make a payment or give personal information like
name, birthdate, or social security number. The fake website steals that
information and uses it to commit fraud and cheat the person out of money.

Mr. Dave used the email from Bob to teach the class to recognize a fake
email. These are Mr. Dave’s instructions:

1. Check the sender’s email address. The L.R.S. is part of the government so
the email address should end in .gov not .com.

2. For email addresses that do end in .com like the bank, check the email
address carefully. For Chase bank, for example, the email address will be
no.reply.alerts@chase.com. Banks will tell you to call them and not reply
to an email with other addresses. Be careful what you click!

3. If the sender asks you to create an account, it's probably a scam.

4. Check the web address on the link or button. The I.R.S. website is
irs.gov.

5. If the letter has an address, you can type it into a search bar to see ifit's
areal address or a scam.

6. Always check with someone you trust if you're not sure.
7. Never open an email if you don't know who sent it.

Bob felt better after Mr. Dave’s lesson. Sending emails to people you know is
fun. But email can be scary, too.


mailto:no.reply.alerts@chase.com

Fill in the blank

Use these terms to complete the sentences:
web search, web address, delete, inbox, reply, forward,
internet, phishing, subject

1.l used a ] to find the best restaurants in town.

2.Makesureto || any spam emails you receive.

w

. My [ 1 isfull of unread messages.
4. Canyou [ | me the details of the meeting?
5.The L] isavast network of information.

6.The L | ofthe email was 'Meeting Rescheduled'.

J

. Pleaseenterthe L |in your browser to access the site.

8. Be cautious of L] emails that ask for your personal
information.

.Ineedto [ ] to this email before the end of the day.

O

Basic comprehension
1. Who sent Bob an email about grocery shopping?
a) Mr. Dave
b) Cara
c) His sister

2. What did Bob see in the phishing email that made him scared?
a) A picture of a bird next to the letters IRS
b) An email from his classmate
¢) A message from his sister



3. What did Mr. Dave do with the phishing email Bob received?
a) Ignored it
b)Used it to teach the class about phishing
c) Deleted it immediately

Theme discussion

1. What are your thoughts on the importance of digital literacy today?

2.How do you think people can protect themselves from online scams?

3.Why is it important to verify the authenticity of emails and websites?



Answer Key
1.l used a *web search* to find the best restaurants in town.
2. Make sure to *delete* any spam emails you receive.
3. My *inbox* is full of unread messages.
4. Can you *forward* me the details of the meeting?
5. The *internet* is a vast network of information.
6. The *subject™ of the email was 'Meeting Rescheduled'.
7. Please enter the *web address* in your browser to access the site.
8. Be cautious of *phishing* emails that ask for your personal
information.
9.1 need to *reply* to this email before the end of the day
*Vocabulary Definitions
Inbox: an electronic folder or mailbox where emails sent to a person are held

Subject line: a brief preview or headline that describes the email’s purpose.

Reply button: a symbol found on an email that allows you to respond to the
email sent, usually a curved arrow <

Replied: response sent

Forward button: a symbol found on an email that allows you to send the

exact message to another person, usually a straight arrow (=]
Delete: remove or erase. Deleted emails go to your trash folder.

Web Search: a program that allows you to look up information on the
internet using a search engine like Google or Bing.

Phishing: a type of attack, normally through email, that tricks people into
sharing personal or important information

Web address: a phrase that links to the location of a web page: www.irs.gov
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