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Voice Scams & Generative AI  

A Lesson Plan on cybersecurity for new computer users 

Developed by Melissa Pagan and Priscilla Yuen 

Technical Resources Specialists  

 

 

Vocabulary words *  
 
AI  scam voice scam 

 
family member 
 

Generative AI safe word 

gift cards contact list 
 

clone 

 

Read out loud! 
The teacher can begin by reading the first few lines aloud. Then students can 
take turns reading one paragraph at a time, either individually, in pairs, or in 
groups. This activity may take several classes or sessions. Have fun! 
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Danny and his grandson Harry were watching a movie on TV.  Harry 

just went to the bathroom when Danny’s cellphone started ringing. 

“Hello,” said Danny, answering his phone. 

“Grandpa! I need help!” 

The voice was his granddaughter’s.  Lily sounded scared. 

“Lily, what happened?” asked Danny. 

Lily told her grandpa that she was in jail!  She needed him to send her 

money right away so she could get out. 

“You have to buy gift cards and send them to me,” said Lily tearfully. 

“Okay,” said Danny, standing up.  “I’ll do that right away.” 

Danny went to his bedroom to grab his wallet.  Then he went to the 

front door and put on his shoes. 

“Grandpa?” asked Harry stepping out of the bathroom.  “What’s going 

on?” 

“It’s your sister Lily,” answered Danny.  “She’s in jail and needs help.” 

Danny told his grandson about the phone call.  He said that Lily asked 

for money. She needed it in gift cards. 

“Wait, Grandpa,” said Harry stopping his grandpa from leaving the 

house.  “That sounds like a scam.” 

“A what?” asked Danny.  He was confused. 

“A scam,” said Harry.  “A scam happens when a bad person uses a 

sneaky trick to steal your money.” 

Danny listened to Harry, but he was still worried that Lily was in 

trouble. 

“Call her,” said Harry, guiding his grandfather back to the couch. 

Danny took out his phone and called Lily’s phone number in his 

contact list. 
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“Hi, Grandpa!” answered Lily cheerfully.  “Are you and Harry enjoying 

your movie?” 

Lily told her grandpa that she was at the mall.  She and her friends 

were eating lunch. 

Danny hung up the phone.  He was happy that Lily was okay, but he 

was confused.  How did he get a phone call that she was in trouble when she 

was okay? 

“This type of scam is called a voice scam,” explained Harry. 

Harry told his grandpa how voice scams work.  Bad people call you on 

the phone.  They pretend to be your family member.  They sound just like 

that family member, too. 

They tell you they are in trouble and they need you to send them 

money.  They usually ask you to send the money in gift cards. 

“How do they sound like your family member on the phone?” asked 

Danny. 

“They use AI to clone or copy their voice,” answered Harry. 

“What is AI?” asked Danny.  He had never heard that term before. 

“AI stands for Artificial Intelligence,” said Harry. “It means teaching a 

computer to think and perform tasks like humans.” 

“What kind of tasks?” asked Danny.   

“You can teach AI to create things like voices,” replied Harry.  “That’s 

called Generative AI." 

Danny listened to Harry as he explained how to use AI to create a copy 

of someone’s voice. 

First, you give the AI some voice samples or recordings of someone 

speaking.  The bad guys can find these recordings on websites like Facebook 

and TikTok.  People like to post videos of themselves on those platforms. 

Next, the AI studies those recordings to learn the way the person 

speaks.  The AI learns how deep the voice is, how to mimic any accent, and 

how fast to speak. 
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Once the AI gathers all of that information, it makes a model of that 

person’s voice. 

“Wow,” said Danny.  “AI makes it really easy to trick people. How do 

you protect yourself against scams like that?”  

“There are a few ways to protect yourself,” answered Harry. “First, is 

to ask a question that only you two would know the answer to.” 

“So, I could ask them what the name of my first pet?” asked Danny. 

“Yes,” agreed Harry. “If they can’t give you the right answer, you know 

it’s a scam.” 

“The second way is what you just did,” continued Harry.  “Hang up the 

phone and call them using the phone number you know is theirs.” 

“The third way is to use a safe word,” said Harry.  “A safe word is a 

special code word only you and your family would know.” 

“Is a safe word like a password?” asked Danny. “Like what I use to log 

into my email?” 

“It is,” Harry nodded.  “In this case it’s a code that lets you know that 

you are talking to someone in the family.” 

“So, I can ask the person on the phone for the safe word,” said Danny.  

“If they can’t tell me what it is, then they are a scammer.” 

“That’s right,” Harry smiled.  He was proud of his grandpa for 

understanding. 

“I like the idea of using a safe word,” said Danny.  “Can we do that?” 

“Of course,” said Harry.  “When everyone comes home later, we can 

make one together.” 

“Ok,” agreed Danny. “Thank you for teaching me about voice scams.” 

Danny was glad that Harry stopped him from going to the store.  He 

was happy that the scammer wasn’t able to steal any of his money. And he 

was happy that Lily was safe! 

Danny and Harry went back to watching the movie. 
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1. Reading & Discussion Prompts 

 
● How did the scammer make their voice sound like Lily? 

 

● Where do scammers find voice samples to train AI? 

 

● What was Harry's first piece of advice to check if the caller was really Lily? 

 
 

2. Student Activity: Sentence Matching 

 
Directions: Match the scam step or safety check to its correct description. 

 

Safety Action / 

Scam Step 

Description 

1. The Scam Call A. Asking a question only the real person can answer. 

2. Verification 

Question 

B. A caller claims a relative is in jail and needs 

emergency gift cards. 

3. Call Back C. A secret word created in advance with family 

members. 

4. Safe Word D. Hanging up and calling the contact number stored in 

your phone. 
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3. Classroom Scenario Exercise 

 
Scenario:  

 

You receive a phone call from an unknown number. The caller sounds exactly like your 

sister, crying and asking you to quickly go to Walmart and buy $500 in iTunes gift cards 

to help them out of trouble. 

 

Questions for Students: 

 
1. Should you buy the gift cards right away? Why or why not? 

 

2. What are 2 specific actions you should take before sending any money? 

 

4. Quick Safety Rules 

 
● Never Pay in Gift Cards: Real government agencies, police, or emergency 

services will never demand payment in retail gift cards. 

 

● Hang Up & Call Back: Always hang up and dial the saved phone number 

directly. 

 

● Establish a Safe Word: Choose a unique family safe word today with loved 

ones. 
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Answer Key for Sentence Matching 

 
1-B, 2-A, 3-D, 4-C  

 

*Vocabulary Definitions 

 
   AI:  artificial intelligence 

 

   scam:  a sneaky trick used by dishonest people to steal money or information 

 

   voice scam:  using a copy of someone’s voice to fool the person called 

 

   family member:  a person in your family, like a brother or a granddaughter 

 

   Generative AI:  AI tools capable of creating new images, text, or human-like 

voices 

 

  safe word:  a secret code word shared only between family members to 

prove identity 

 

  gift cards:  digital or plastic cards used like cash that scammers often ask for 

because they are untraceable 

 

  contact list:  phone numbers for all the people you have on your phone 

 

  clone:  to copy something exactly, such as cloning a person's voice 
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